On Lock-Down
Requirements Change
Management

Hans Eckman
SunTrust

Information Managem t‘\

FORUM
T i







THE INFORMATION MANAGEMENT FORUM
MISSION STATEMENT

The IMF is the best source for unbiased, shared information in IT. We provide the highest
quality personal service for a group of select members and work to be the best value in
their IT budget.

he Information Management Forum was founded by five forward-thinking CIO’s who

envisioned peer-to-peer learning in a strictly vendor-free environment. Though ven-

dor-sponsored networks and research companies have expanded and saturated the

IT landscape over time, IMF’s goal since its beginning in 1975 has been to be the best
source of experiential data in IT for a select group of members while remaining strictly vendor-
free. The diverse base of members utilizes IMF as an extension of their staff to achieve their
goals. For over thirty years one constant remains the same: IMF’s only motive is its members’
success.

MEMBERSHIP BENEFITS

USE OF IMF FORUMS FOR LEADERSHIP DEVELOPMENT

IMF CONNECT

IMF REPORTS

IMF BENCHMARK FORUM

10896 Crabapple Rd. Roswell, GA 30075 | Main: 770.455.0070 | Fax: 770.455.0082 | www.thelMF.com




TABLE OF CONTENTS

IMF Report:
On Lock-Down: Requirements Change Management

About the Presenter 3
Report 4-11
Questions & Answers 12
Recently Published Reports 13
Upcoming Forums 14
IMF Online 15

Copyright ©2010 by the Information Management Forum. All rights reserved. Permission for reproduction of all
or part of this work is granted for personal or educational purposes only. Otherwise, permission must be ob-
tained from the Information Management Forum to republish or distribute for commercial use. Send publication
permission requests to: The Information Management Forum, 10896 Crabapple Rd. Roswell, GA 30075 or infor-

Visit Us On The Web At www.THEIMF.com


mailto:information@theimf.com?subject=Publication%20Material%20Request

-
ABOUT THE PRESENTER

WEB FORUM

PRESENTATION BY

HANS ECKMAN, VICE PRESIDENT & ENTERPRISE
BUSINESS ANALYST

ABOUT THE PRESENTER:

HANS ECKMAN, Vice President & Enterprise Business Analyst

Hans Eckman provides transitional management and consulting for growing companies,
with 14 of his 20 years’ experience spent implementing web-based solutions across diverse
industries. He is currently working as an Enterprise Business Analyst at SunTrust Banks for
the Enterprise Architecture team, and provides process improvement and mentoring sup-
port through the BA Center of Excellence and Project Management Office.

Hans’ Website: www.HansEckman.com

Special Thanks To Hans Eckman For Presenting.........ccccciiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiicieenns 3



REPORT

Management

On Lock-Down: Requirements Change

In straying from the norm a bit, let’s start with the
conclusions of this report on requirements man-
agement. Then we will delve into how we reached
those conclusions.

Conclusions

+ Principals of release management
and change control can be
applied to requirements
management

Level of control must match risk
and timing

Consistency and diligence are
required for success

The first is that the principals of release manage-
ment and change control can be applied to re-
guirements change management. Basically the
same things you do to control change in any other
aspect of your business relate to requirements
too. This provides additional value and will save
you having to control change in other areas by
managing your requirements properly at the be-
ginning. Next is the level of control. It needs to
match not only the risk of those changes but also
the timing. To be successful, consistency and due
diligence are critical in the process. Looking at this,

you could say the three cornerstones of require-
ments change management are: diligence, proper
triage, and addressing issues at the proper threat
level.

Below is the ideal project timeline, even though a
majority of projects rarely follow the timeline per-
fectly.

Define
Develop
Test
Implement

This is pretty straightforward. You figure out what
you are going to do in the definition phase, devel-
op a solution, test it, and implement it. All of your
stakeholders should agree and know from the very
beginning exactly what it is they want. The devel-
opers translate these requirements into a viable
solution so there are no errors or omissions. Every
requirement is satisfied so the solution is ready.
Aside from that, during the entire project there
was not a single change in business need or priori-
tization. What you have just read is the perfect
scenario, but as you know this never seems to be
the case.
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One study by Barry Boehm stated that letting a
defect get into production will likely cost you 100x
more than had you caught it in your initial require-
ments and design phases. However, in a new study
he conducted along with a partner, they found
that on really small trivial projects the cost in-
crease is really only 5:1. If it costs you $200 in man
hours and effort to change a requirement then
that means for a small project you are looking at
$1000 in production, or possibly even $10,000 on
a larger project. Also, current software projects
spend about 40-50% of their work effort on avoid-
able rework. That means almost half of everything
you change in a project could have been avoided.
There are two major sources they found in their
research of avoidable rework. One was hastily
specified requirements and the other was nominal
-case design and development.

Figure 1 shows the distribution and cost increase
of these changes over time. There are two studies,
one by Tassey and the other by Boehm, that tried
to figure out how much a defect costs for every
unit of cost as you move further along the lifecy-
cle. A defect could be an error, omission, basically
anything that needs to be changed. In require-
ments and design, that is where you point out the
base unit. In this case there is one cost unit. For
example, if your cost to do something is a blended
rate of $65/hour then that is your multiplier as

Error Cost Requirements, Coding,
Factor Design Unit Test
Tassey* 1x 5
Boehm:= 1x 3x
When Errors 3.5% 10.5%
are introduced"

well. Once you get into coding or unit testing Tas-
sey found the cost was 5x as much. Boehm’s study
showed the cost was 3x as much. During integra-
tion testing, Tassey found the cost was 10x as
much, Boehm 7x. When you get into acceptance
testing, Tassey found it would cost you 15x as
much to fix. Tassey’s study was focused more on
an iterative development or prototyping, some-
thing more along the lines of agile development
where you are trying to catch mistakes earlier.
Boehm, in his study, found the cost was 50x more.
Then when you get into production, Tassey found
the cost was 30x as much and Boehm’s 100x.
What is the distribution of when these errors are
occurring? In Tassey’s study they found that about
3.5% of the defects were found in requirements
and design, 10.5% during coding and testing, and
35% during integration testing. So in an iterative
development you find the bulk of your mistakes in
integration testing. Acceptance testing had 6% and
then 15% of the errors made it all the way to pro-
duction.

Now we can look at that same timeline as before
but with the reality that the only thing you can
really count on is change. Focusing on those same
phases, the question becomes when are these
problems or defects going to arise. The first thing
that comes to mind is scope and prioritization

Integration Acceptance Post-product
Test Test Release
10x 15x 30x
7x 50x 100x
35% 6% 15%

Figure 1: Distribution & costs
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changes. These are going to start popping up part
of the way through your definition phase and all
the way through testing. Once you get further into
testing you are really beyond the point of chang-
ing scope. Missed requirements are going to start
showing in development and going to continue all
the way through the end of implementation. The-
se solutions may even go live with known missed
requirements that will have to be handled else-
where or in production. You are going to deal with
ambiguities, clarifications, or invalid requirements
throughout much of the lifecycle. There are also
additional constraints start decisions and scope,
thus causing changes in requirements. Those could
be design, resource, time, or budget constraints.
This is when you end up with the possibility of hav-
ing to change or modify functionality to fit a new
reality. There is a chance it may just be a missed
implementation too. The requirements were clear,
people knew, and it was simply missed or for-
gotten. Unfortunately those things do not show up
until testing and may actually go live without that
requirement implemented. The last disaster is a
change in business need. This is not just the busi-
ness changing what they asked for but it is also
changes in the business needs/environment dur-
ing the project lifecycle. You work with those
changes, trying to incorporate them before the
testing stage. Once you get into testing, those be-
come a large impact you need to manage.

Threat levels

In order to manage these changes, we need to be
able to break them down into threat levels. In fig-
ure 2 you can see three levels of changes. The first
is a non-material impact. This is a smaller change.
Not one that says “I thought we were doing some-
thing and now we are doing something else.” The-
se are errors like typos, ambiguities, clarifications,

Material Impact:

Missed Requirements, New
Requirements, Constraints,
External Impacts, Etc.

Figure 2: Threat levels

format changes, or the need for additional sup-
porting requirements. That adds clarity so that
everyone has the same picture. The next level,
threat level yellow, is when you have a material
impact. This is when you have missed a require-
ment, new requirements, impacts due to con-
straints that need to be overcome, or external im-
pacts. In this scenario you really are truly changing
some aspect of the solution that is going to change
how it is implemented, who implements it, the
timeline, and costs. The last level, threat level red,
is when there is a governance impact. Now for
organizations that have no governance controls
this is not as big of a deal. However, when you are
dealing with SOX controls or IT governance con-
trols where you need official sign offs and incre-
mental approvals then at some point these chang-
es really step up to that next level. Now your
stakeholders are going to have to sign off on the
change. There is going to have to be some sort of
formal change management.

Triage Levels

Figure 3 on the following page shows how you can
triage these different levels of threat. The non-
material impacts are the easiest change. You need
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Material Impact:

Determine impact, approve
before implementing

Figure 3: Triage levels

to log, track, and communicate these changes. Tell
people what is changing and hopefully why it is
changing. In threat level yellow really you will
need to determine the impact of that material
change. For example, what is it going to cost, what
are the risks? These will also need to be approved
by the stakeholders before they are implemented.
When the sponsoring group has to get involved,
the situation goes beyond your team. At the red
level you are looking at a governance change con-
trol where you take that approval and run it
through your standard governance change pro-
cess.

Non-material impact

Figure 4 displays a cycle for non-material impacts.
Remember, those are just word changes or addi-
tional details used for clarity. The first step in this
process is validating the change. Instead of making
any change somebody suggests, ensure the
change is real and gain a good understanding.
Next you update the requirements. Then find a
way to track those changes in some sort of a log
system. Finally you will need to package those

Validate
Change

Package and Update

Communicate Requirements

Track Change

(Log)

Figure 4: Non-material process

changes and communicate them to others. This
begins after the first formal review of communica-
tions for the requirements. Any time you have a
certain part where the team is conducting an offi-
cial review, changes after that need to follow this
update process. Anything before that is just part of
your iterative or brainstorming requirements ses-
sions. That is all part of the natural flow, as you
review smaller bits of information. However, the
minute you put a final draft out there you do not
want your team rereading all of your documents
and reviewing. You want them to focus on what
has changed. It needs to update the system of rec-
ord for the requirements. So wherever you are
keeping your requirements, that system needs to
be updated with these changes. You need to log
those changes and what date those changes were
made. This update process is a foundation for your
change approvals. Even if you are going through
an approval process with a material change it is
going to follow this non-material impact update
process.

Documenting changes

Documenting changes could really be something
as simple as change control log in a document. It
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could be the revision history if you are using a sys- where your numbers have been updated and do
tem for your requirements. There are plenty of not match.

options out there, including spreadsheets and text

files. Ensure your changes are logged by document Changes requiring approval

version (figure 5). —

Update

108 Eckman Correction tofield value found during testing 11242008 PI'OCESS

UFDATE
5.139.00.02 105.139.09.02-

TO

5.139.09.02 105.139.09.02-

— —y
Define

UPDATE Implement | ot

51420002 ID 5.142.09.02- Change mpact,

Revise

51420002 1D5.142.09.02-

108 Eckman DefectiD: 27246 12-01-2008

WPOATED —————
5.06.04.01 1D5.06.04.01- Change
5.06.08.01 ID5.06.08.01- Control

Needed?

Figure 6: Approval process

Figure 5: Documenting change

Here you are doing the same tracking, changing,
In the requirements document above, there is a and validating as before in the non-material pro-
column that states what version of the document cess update process. Next you must big thing de-
it applies. Also included is the owner, what the fine the impact (figure 6) which may resultin a
update was, and the source. If possible, show the  requirements revision. If the decision is made to
before and after shot. This is where, if you are doc- change something that could have a massive im-
umenting these changes manually you could end  pact to your scope and schedule, you may want to
up doing a lot of cutting and pasting. On the other revise and focus on a smaller portion of the busi-
hand, if you are using a system then it might be ness need that is viable within the project con-
able to give you that a little easier. It is critical to ~ straints. After that you need to establish if a gov-
identify the owner, effective date, and whatever  ernance change control is necessary. Does this

requirement ID. Whatever ID you are using to change violate governance rules by timing or
track these changes needs to be part of it. This scope to the point you need official approval?
means if you are using a program like Word and Once approval is granted, the change may be im-
the outline format that inserting a requirement plemented. Then | would implement that change.
may change the numbering scheme. When possi-  If you sign off on a requirements document and

ble it is a good idea to use some sort of additional then make material changes to it, at some point
or foreign key. Effective date and version date be- you are going to bundle those changes into a new
come important because as you make changes to  version and approve it. When changing the func-
your base document there could be a situation tionality, or solution’s capabilities, you would need
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approval if it impacts other deliverables. By impact
we are talking about impacts that cannot be ab-
sorbed. If you change process A for process 12 for
example, it may cancel out and the impact may be
zero because you are just trading hours in one
bucket for hours in another bucket. That is okay if
it impacts the cost or schedule. Now some groups,
if the costs go down, may not need an approval. It
may only be when the costs rise. That is up to your
organization. Leverage the update process and
make sure to define the impact and costs. If it is
something that falls under your governance con-
trol, then seek stakeholder approval.

You may track approvals manually if the tool you
are using does not meet your personal require-
ments for traceability. It can be done a spread-
sheet, as seen in figure 7. As you can see below,
there is a change control ID, the date it was identi-
fied, a column for change details, and a reason
(dropdown list optional).

You can track the status of those changes all the
way through the process, from draft to approval.
Other columns include:

= Hours of impact

= Primary contact of that change

= Targeted release for the change

= Additional dates for historical purposes

As for the last arrow, it is good to know what date
a change was reviewed, approved, the target de-
velopment date, development implementation
date, and the verified date that change had been
made. You can also include a second linked
spreadsheet that provides additional detail.

Governance change controls

Governance change controls are really for organi-
zations that have this process. Generally you have
a site or some kind of form to fill out with the re-
quired data for this process. It is basically the
same as your approval workflow with a different

oy B Rasd 9 FH Y e
-
| vome | et Pagrlmsat  Formus Dats  Bedew  View  Oeesloper  AdSdm  earch Command: W7
Ll iy n - Ay Fe- % Wrag Tt a—— - = TK g E sutolum - A
- = i -+ Mll=E L
] Lncem izl . ! _t-"' T A
Pate | F T TR —— - s & Contmonsl Femat O dasen Delete Formal Sonk Fnd &
# Pormst Bainter BRI OE A [ E RS e s Ot % W Formatting = 15 Tl = Syhes= . 2 3 Chane iare Tk
281 - | e _pREsOncn_thange Cenral B2
A B G D E N
Chamga Contral IMWI Changs Raason Seatus WVirifed [Co
FYIC_FREIS004E_Changs_Contrel 8 02252008 Frooummta | ol 0200
Supge
FIC_FREIS0048_Changs_Conwel_ 8 02252008 Tredumtn [Feer TILY | 2esoon 09|02z T
Supgsn
FEEE]
FAIC_FREIS0048_Changt_Contal 8l Doosamos Fregumon |Rperoad 1 Y P 7 0w e InaE0y
Suppert
2449
FaC_FREIS0O04E Chgngs Contsl 8 02252000 [Fredudo LT 20031 L (X 49 Do R T
Suppet
247
FIC_FREFS0048_Changs_Contral g 2252009 Fragus: LT 2 AL I ] HQ
- - - - Suppait
2441
FAC FRESAUA Chonss ool 8 (omezeng Fiz Esiacts 311 1

Figure 7: Spreadsheet tracking
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routing for how you complete and approve that
change. This is useful when you have changes after
artifact sign-off. If you have significant project im-
pacts, like scope, functionality, or costs, you may
be regrouping this scope into different releases or
implementations. After all of the changes go in
and the clean-up is done, it is a good idea to put a
governance change control through approving the
final version of that requirements document as
the official approved requirements document for
that project. Essentially you lump everything to-
gether at the very end and approve that document
as the official version. That is then what will be
passed on for future projects.

A good best practice to start off with is communi-
cating the change control process and templates
as part of your requirements approach. You want
to eliminate surprises. Tell people upfront and let
them know and fully embrace the fact that you are
going to have changes. Things will not work all of
the time. Instead of worrying about that and deal-
ing with it later, deal with it upfront. Maintain con-
sistent control and communication. Nothing will
drive your project teams crazier than constantly
telling them every time you correct a typo or make
a change. That kills their productivity because they
are reading changes over and over again, which is
why tools like the change log are so important.
They can browse through and decide for them-
selves if viewing that change is necessary. It is rec-
ommended if you are doing no or low risk changes
that you make an update no more than weekly on
most projects. The impact assessment is the key to
risk management. You have to understand what
the risks and impacts are or your projects will
suffer. Every little change will eventually add up,
even if it is only a 15 minute impact. Times that by
100 changes and now it becomes significant. It can

be very difficult to group those changes without
first understanding their effect.

Any time you can, leverage the available tools. Use
a requirements management system. There are
some incredible products out there, like Borland’s
CaliberRM, that do an amazing job of tracking
changes, linking changes to defects, and linking
changes and requirements to releases, packages,
and code. If you need something to help track the-
se changes, any type of log you use for defects or
change controls works perfectly for requirements.
Your bug tracker can be easily repurposed into a
requirements change tracker or manager. Employ-
ees often use Microsoft Word and its track chang-
es feature is amazing. It gives you in-line changes
that people can read through and see the changes
in context, knowing instantly what changed. You
may want to continue making changes to a docu-
ment using track changes for a period of time and
then cut a release. Afterwards, update a minor
version, accept all the changes, and start from
scratch. Start with a clean version maybe once a
month so it is easier for people to skim through
and find the changes.

Cross-referencing every change is a best practice
that involves a lot more effort but it will save you
so much work in the long term. Find out what the
source was, the reason for it, the date, and then
any supporting documentation. What was the de-
fect and change request? Where is the impact
analysis and what is the change control? This helps
because you have the signatures, approvals, and
you know exactly what was done. It takes a lot of
the emotional stress out of these changes.

Dealing with baseline documentation

Some groups are fortunate enough to have base-
line documentation, which can dramatically re-
duce cost and risk. Anytime you start up a new
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system, try to document all of the system func- extremely valuable asset.
tionality, provided it is not a vendor application. It

does not make sense to repeat what they have

already done. Your baseline, or your existing re-

quirements, plus any changes you make for the
release, become your new baseline (Figure 8). Diligence

Baseline

b o
. Triage N8 Threat Level
Baseline & |

Figure 9: How to manage requirements change

Release
Changes Let’s take a look back at the conclusions we went
\ 4 over in the beginning of the report. Again, all the
principals of release management and change con-
Figure 8: Baseline approach trol can be applied to requirements management.

This also means that best practices learned in oth-
The scope, changes, and requirements can all run  er greas can be applied to the requirements man-
through the same requirements change manage-  agement process as well, with similar value. Your
ment process. This fits extremely well into your level of control must match the risk and the tim-
more iterative methodologies, like RUP, Agile, ora jng Approvals and governance approvals are not
combination of both, where you are trying to pull necessary when working on draft documentation
business needs from a queue and implement or the first requirements solicitation. Those come
them. Now you can pull them in as changes, have  jnto play later, once you have approved a docu-
a method of updating and approving those chang- ment and people are doing work based on a cer-
es, and then get them into a release. By starting tain expectation. That is when risk is escalated so
with a baseline, since you have hopefully already  your management and control level needs to esca-
documented 80-90% of current functionality, you |ate. Consistency and diligence are required for
dramatically reduce your cost and risk. Thisway  syccess. The three cornerstones are: apply dili-
you end up treating all of your scope as simply gence to manage; properly triage the changes;

changes to the baseline requirements. The sum of handle each according to the threat level (Figure
all of those changes is your release scope. The sum g) gum

of the changes in your baseline becomes the pro-
duction release and your new baseline. This is go-
ing to take additional time and a lot more effort to
maintain an accurate baseline but it can be an
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(QUESTIONS & ANSWERS

Q. How do you incorporate “why” into the “what”

normally documented into requirements?

A. One of the challenges when doing system or

functional and non-functional requirements is
those are stating exactly what you are going to
do. Often, if a development team or an imple-
mentation team is only looking at that level of
requirements they’re losing the context,
they’re losing the reason. You’re also really
losing the opportunity to leverage their intelli-
gence and insight into possibly a more valua-
ble solution because they do not understand
why they’re doing it or they may code it a cer-
tain way that ends up severely limiting you in
the future. So when you talk about a “why,”
you’re actually not talking about system re-
quirements you’re talking about business re-
quirements. A properly executed requirements
package would trace your business features,
which are your high level goals or areas of the
system, to your business requirements which
are at the end of this “why would something
be done.” The “what is it that from a business
value and why am | doing something” stand-
point is completed at the end. Then | would
want to trace those to my system require-
ments. So a business requirement, using Sun-
Trust as an example, is that customers need
the ability to deposit their checks in a mobile
manner. In mobile checks deposit, one of the
business requirements is the use of a camera
to capture the image of a check. That is really
saying “what is it we are trying to do.” What is
it the user is supposed to do? | can then trace
that to the system requirements telling the
development team what the flow is, what the
use-case is, what the scenario is, what the con-
straints are, etc. | really think you get the big-
gest bang by working on your traceability, ra-
ther than trying to write the “why” into your

system requirements. Now there’s an excep-
tion to that train of thought. If you are using a
prototyping or a visual method of developing
your requirements, communicating them, or
doing something that is very user-story or use-
case based then you can include in those user-
stories additions that describe “why.” There’s
nothing wrong with using plain English and
saying “we’re hoping the user will be able to
do this at the end” or “here’s why we are try-
ing to do it.” So adding that additional infor-
mation into your supporting information is a
great idea. You just want to be careful and
make sure that there’s a distinction and the
team knows the difference between what
they’re expected to implement versus their
interpretation of the “why,” which could be
very vague.

Q. Could you talk a bit more in detail about the
state of requirement tools such as CaliberRM, Ra-

tional RequisitePro, and any other good ones that

you prefer to use today? Also could you share any

published comparison of these tools?

A.

| haven’t Googled tool comparisons but | have
been involved with companies that have done
some comparisons in the past. Based on the
progression of the tools there’s none that | feel
that | could really use as a basis. There are a
number of tools out there. When you’re talking
about really a requirements tool for text based
requirements, there is CaliberRM by Borland.
That is definitely an industry leader. IBM has
their Rational RequisitePro as part of their Ra-
tional Suite. They have a new tool that’s just
been released that is part of their new project
planning and management platform. It is basi-
cally an enhanced version of RequisitePro that
contains a lot more support for visual require-
ments, use-case scenarios, data mapping,
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actually as part of the tool. SunTrust does use a

RequisitePro. | would say it’s an adequate tool.
We’ve been able to use it but its support for
files and file attachments, images, and any abil-
ity to really track changes within the tool are
very slim. From the work I’'ve done, and | have-
n’t reviewed a lot of them, | lean strongly to-
wards the Borland tool set. | think they’ve really
put together some outstanding packages with
their traceability and ability to package, tag,
cross-reference, and then build views. Also the
thing I like about CaliberRM that isn’t supported
in most of the tools like RequisitePro is the abil-
ity to create a Word or Excel template and gen-
erate requirements documents on the fly. In
RequisitePro I actually create a view, export
requirements, paste them into Word, and then
do a quick reformatting. So it only takes about
10-30 minutes to build a document once I’'ve
got it set up but CaliberRM does that on the fly.
There are also other tools that are much more
on the visible side, like iRise. It is basically a vis-
ual prototyping tool for people with decent
computer skills but no programming. You actu-
ally start with screen captures from a system
and it lets you create screen flows, scenario
flows, comment boxes, and hot spots where you
can create mock functionality. You actually end
up integrating your requirements into the
screen flow and the screen requirements. Those
visual tools, while hard for traditional BA’s to
accept and work with, actually have the best
results when you start looking at the business
understanding what they’re getting and your
development team understanding what they’re
going to do. So | would say, of the ones I've
looked at, iRise is the leader in that area mmm
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