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The tip of the volcano.

Throughout my career, I had a good handle on “all the basics” of security.  I 

understood how to document permissions and build access control models.  It 

wasn’t until I managed delivery teams serving security, identity access 

management, information risk and data security, fraud, and audit remediation did 

I understand how little I really knew.

This presentation is designed to provide you with a high level landscape of 

everything I wish I had known.  It’s up to you to determine how wide and broad 

you want to stretch your knowledge.
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https://youtu.be/F7pYHN9iC9I 
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1. Incident was not discovered for 3 weeks.

2. A contractor was the target of a phishing email and virus due to improperly 

updated and protected computers.

3. Virus allowed hackers to record the vendor’s login to Target’s Ariba supplier 

portal, which used LDAP for all internal and external users.

4. Hackers used LDAP account to install SQL on unpatched Windows servers, 

then used server access accounts to infect POS system.

5. Trojan.POSRAM copied credit/debit card information from active memory 

and before it was encrypted.
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• Prevent Unauthorized Access: Systems need to include measures for 

blocking all undesired access, both systems and people.

• Allow Authorized Access: Blocking access is easy, recognizing and allowing 

desired access is much harder.

• Control Access and Activity: Once in, ensure that users can only do what they 

are allowed to do.

• Detect Activity: Monitor all activities and transactions to detect changes and 

determine which are undesirable

• Resolve Issues: Use activity monitoring to respond to issues or concerns

• Use credit card fraud protection as basic example of layers.
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• Discuss five core areas of security that are part of a comprehensive strategy.

• Discuss how the BA must be aware of how their system overlaps these areas 

so that they can determine requirements and constraints.

• Identity Access Management: Management of users and permissions

• Records Management: Data capture, storage, access, encryption, transport 

and retention

• Network: Network security is typically used during infrastructure projects.  

Software project must account for system connectivity, protocols, FTP, etc.

• Q: How many people include physical security requirements into their 

software specifications?

• Physical: Controls around access to offices, data centers, computers or file 

storage.  For example, if you capture paper applications, what happens to the 

paper after it has been processed?
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• Explain the difference between identity, authentication and access.

• Authentication: Difference between challenge response and adaptive

• Fine grain entitlements: Introduce centralized vs distributed management
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• Risk based: Discuss use of step up authentication tied to fine grain 

entitlements/action

• Multifactor: Overview of multifactor options

• Third Party: Discuss use of third party identities for authentication (Google, 

Facebook, LinkedIn, Apple, etc.)
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Discuss challenge of managing and mapping identities and permissions.  Multi-

user accounts must define requirements for managing fine grain entitlements 

across multiple systems where a user may not always be the primary account.
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Discuss risks of password reuse, extended risk when compromised, and 

common passwords.  Risk of common passwords even when encryption is used 

without seeding.
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Discuss need and approach to defining entitlements in requirements.

• Unclear entitlements: The team must completely define all access 

requirements to avoid problems later.

• Least Privileged Access: A user should have the very least access needed to 

perform their job or task.  Any additional access increases risk of error or 

abuse.

• The top action was privilege abuse: Whether error or theft, privileged access 

is the highest internal risk to an organization.
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• BA must define what data or events are considered records.  Records may 

have requirements similar to users to define all aspects.

• Changes: Authorization to make changes (fine grain entitlements); Process to 

Add/Modify/Delete records

• Versioning:  Which records must retain versions; Number of versions; Full 

record or change only

• Transport:  Encryption; Allowed method of access and sharing; Physical 

records management

• Storage: Location of records; Encryption; Compliance policies; Records in 

multiple places (man with two watches doesn’t know what time it is, systems 

of record, reporting/BI)

• Retention: Minimum/maximum storage; Archival process; Record deletion; 

Compliance policies 
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• Encryption: Define in NFRs to ensure design coverage.

• Updates/Versioning: Discuss how BA will need to determine tiers based on 

system/data changes.
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• Storage: Discuss storage requirements, system of record, data 

synchronization and impact to project.

• Retention:  Discuss retention factors when no enterprise standard is present.
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Overview of fraud process and impact to system requirements.  How will fraud 

systems and teams be able to identify and validate when changes are fraud 

related?  The gap between the change and where the organization becomes 

aware of the change is the highest risk area.
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• Data Loss: Deletion or corruption of data

• Data Correlation: Ability to correlate data/changes to determine risk potential.

• Data Integrity: Confidence that the data is correct and reliable.  Risk due to 

unintended data changes or even ability to change data outside of controls.  

(SOX implications)

• System Access: Role of authentication and authorization in data integrity.

• Activity Monitoring: Ability to monitor changes
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